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(54) COPYRIGHT MANAGEMENT SYSTEMCOPYRIGHT MANAGEMENT 
METHODHOST DEVICEPROGRAM AND RECORDING MEDIUM 
(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a copyright protection system and a 
copyright protection method that are easy for users to usea host device therefora 
program therefor and a recording medium carrying the program. 

SOLUTION: The host device encrypts prescribed contents by a prescribed encryption 
methodselects a specific reproducer 5 in dependence on the number of reproducers 5 
preauthorized for reproductionand sends decryption information such as a decryption 
key for decrypting the encrypted contents 6 to the selected specific reproducer 5. 



CLAIMS 



[Claim(s)] 

[Claim 1]A host device which sends decoding information for choosing specific 
playback equipment and decrypting said enciphered contents to said specific selected 



playback equipment according to the number of playback equipment to which 
reproduction was permitted while enciphering predetermined contents with a 
predetermined encryption method. 

[Claim 2]The host device according to claim 1 further provided with a selection 
indication means for directing said selection. 

[Claim 3]The host device according to claim 1 with which said encryption uses host 
ID peculiar to said host deviceand apparatus ID and said host ID of said specific 
playback equipment are contained in said decoding information. 

[Claim 4]The host device according to claim 1 which said predetermined contents and 
information on said number are enciphered from a distributing serverand is distributed. 
[Claim 5]Apparatus ID which host ID which contents enciphered by a host device 
haveand host ID contained in said decoding information are in agreementand is 
contained in said decoding informationOn condition that peculiar apparatus ID is in 
agreementare said enciphered contents playback equipment to reproduceand said 
host deviceWhile enciphering predetermined contents using peculiar host IDPIayback 
equipment which chooses specific playback equipment and sends decoding 
information in which apparatus ID and said host ID of said specific playback 
equipment for decrypting said enciphered contents to said specific selected playback 
equipment are contained according to the number of playback equipment to which 
reproduction was permitted. 

[Claim 6]The playback equipment according to claim 5 by which said playback 
equipment is not connected to the Internet. 

[Claim 7]A distributing server which distributes predetermined contentsand a host 
device which enciphers predetermined contents with a predetermined encryption 
methodHave playback equipment which reproduces said enciphered contentsand said 
host deviceSaid specific playback equipment is chosen according to the number of 
playback equipment to which reproduction was permittedA copyright management 
system which sends decoding information for decrypting said enciphered contents to 
said specific selected playback equipment and by which said playback equipment 
reproduces said enciphered contents using said sent decoding information. 
[Claim 8]A distributing server which distributes predetermined contentsand a host 
device which enciphers said predetermined contents with a predetermined encryption 
methodAre a copyright management system provided with playback equipment which 
reproduces said enciphered contents the used copyright management methodand said 
host deviceSaid specific playback equipment is chosen according to the number of 
said playback equipment to which reproduction was permittedA copyright 
management method that send decoding information for decrypting said enciphered 
contents to said specific selected playback equipmentand said playback equipment 
reproduces said enciphered contents using said sent decoding information. 
[Claim 9]A program for operating a host device which enciphers predetermined 
contents of the copyright management system according to claim 7 with a 



predetermined encryption methodand playback equipment which reproduces said 
enciphered contents as a computer. 

[Claim 10]It is the recording medium which made the program according to claim 9 
supportand is an available recording medium with a computer. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention relates to the copyright management system 
and the copyright management method of performing license management of the 
copyright of contentsits host deviceits programand the recording medium of the 
program. 
[0002] 

[Description of the Prior Art]In recent yearsthe music form reproduced from the 
sound source of origin not only like CD-DA but mp3 (mpeg audio Iayer3) is widely 
used for the user. Howeversince the method of copyright management is not 
established to mp3it has been a big problem for an owner of a copyrightand the 
means which is going to solve this is proposed. The method of copyright management 
is examined also about digital contentssuch as not only music but an imageand a 
picture. For examplethe system called DRM (Digital Right Management) in the 
copyright management of music compression technology called WMA (Windows 
(registered trademark) Media Audio) used on a personal computer is adopted. This is 
a system with which peculiar ID of the enciphered equipment is needed for a decoding 
of the enciphered music. 

Spread of an illegal copy can be prevented by limiting an enciphering device and 
playback equipment to the same equipment. 

The system which protects the copyright of delivery information is proposed also in 
the information distribution system which targeted sized terminalssuch as a cellular 
phone (for examplerefer to patent documents 1). The information distributed from the 
distributing server and peculiar ID of the cellular phone of a distribution destination 
are registered into the management data base on a serverand it has become the 
structure which can reproduce information only with the registered cellular phone. 
[0003] 

[Patent documents 1] JP2001-78266A[0004] 

[Problem to be solved by the invention] Howeversince it will be the requisite that each 
equipment can access the server on a networkit is not realizable with the playback 
equipment on condition of network connectionetc. 

[0005]Ways the playback equipment which cannot access a network directly performs 
license management of copyright include the method shown in drawing 13 . In drawing 



13101 is an electronic music distribution (EMD) server. 

The media in which 102 has an Internet line 103 has users' personal computerand 104 
has peculiar IDfor examplean SD card(Secure Digital card)and 105 are the general- 
purpose playback apparatus 105 which is not connected to the Internet line. 

[0006]Herecheck-in is transmitted and receivedand data is transmitted between the 
personal computer 103 and SD card 104 and received by a check-out system. While 
check-in of data and check-out manage the number of times of a copy of datait says 
transmitting and receiving data between a personal computerand an external 
instrument and media. Check-out means transmitting data to an external instrument 
and media from a personal computer. In this casewhen data has restricted frequency 
of check-out (copy)the check-out exceeding restricted frequency cannot be 
performed. Check-in means returning an external instrument and the data transmitted 
to media to the personal computer of the source from a personal computerso that it 
may not remain in those external instruments and media. The data in which he was 
checked out in this case can be returned only to the personal computer of the source. 
Howeverhe can check out again the data returned to the personal computer by 
check-in. 

[0007]According to this methodby treating contents together with peculiar ID of SD 
card 104 which is mediathe original copy and duplicate of contents are distinguished 
and copyright management is performed. The illegal copy of data is prevented by 
specifically checking out the data of contents only to attested SD card 1 04. That isa 
user downloads contents data with users' personal computer 103 via Internet line 102 
from EMD server 101. By inserting SD card 104 in the personal computer 103the 
personal computer 103 checks that predetermined ID with which SD card 104 is 
attested beforehand is given. The personal computer 103 checks out contents data 
from the personal computer 103 next. And if SD card 104 in which desired contents 
data was incorporated is inserted in the general-purpose playback apparatus 105the 
general-purpose playback apparatus 105 can reproduce desired contents by things. 
[0008]Howeverthe duplicate more than a predetermined number is impossible for 
desired contents data by check-out of the personal computer 103and the function of 
tic yne. The contents of the above-mentioned request Thereforea portable playera 
minicomponentWhen it is going to reproduce with two or more general-purpose 
playback apparatus 105such as a car stereothere is inconvenience that SD card 104 
in which contents data is recorded must be carriedand SD card 104 must be set to 
the general-purpose playback apparatus 105 each time. In the above-mentioned 
methodas for performing two or more reproductionseven if it is less than a 
predetermined number since SD card 104 is comparatively expensiveexpense starts 
so muchand there is a fault of being hard to spread through a user. 
[0009]Thusin the above copyright management systemsit was hospitable to a 
contents distribution contractor's protectionand there was the side in which the 



user's user-friendliness had fallen victim. 

[0010]How to use MD107 which is general-purpose media is shown in drawing 14 
instead of using SD card 104. In the system shown in drawing 1 4 a different point from 
the system shown in drawing 1 3 is a point of MD107 passing ID appendix sound 
apparatus 106and being checked in and checked out by the personal computer 103. 
Namelyin order to incorporate desired contents data into MD107. After checking that 
ID with which the personal computer 103 attests ID appendix sound apparatus 106and 
ID appendix sound apparatus 106 is attested beforehand is givendesired contents 
data is checked out by MD107 via ID appendix sound apparatus 106 from the personal 
computer 103. 

[0011]Since cheap MD107 can be used according to such a systemcompared with a 
case where performing two or more reproductions reproduces using SD card 
104expense is cheap and ends. Howeverfor every transmission and reception of 
datasince proceduresuch as attestation and cipher processingwas requireda highly 
efficient processing circuit was needed at check-in of ID appendix sound apparatus 
106 to the personal computer 103and check-out for ID appendix sound apparatus 106. 
Load of attestation and cipher processing is large and it is not easy to use a user. 
[0012]The purpose of this invention aims at providing a user-friendly copyright 
protection system for a usera copyright protection methodits host deviceits 
programand a medium that supported the program in consideration of above- 
mentioned SUBJECT. 
[0013] 

[Means for solving problem]The 1st this invention for solving an aforementioned 
problemWhile enciphering predetermined contents with a predetermined encryption 
methodaccording to the number of playback equipment (5) to which reproduction was 
permittedlt is a host device which sends decoding information (7) for choosing 
specific playback equipment (5) and decrypting said enciphered contents (6) to said 
specific selected playback equipment (5). 

[0014]The 2nd this invention is the host device according to claim 1 further provided 
with a selection indication means for directing said selection. 

[0015]The 3rd this invention is a host device of the 1st this invention with which said 
encryption uses host ID peculiar to said host deviceand apparatus ID and said host ID 
of said specific playback equipment (5) are contained in said decoding information (7). 
[0016]The 4th this invention is a host device of the 1st this invention which said 
predetermined contents and information on said number (38) are enciphered from a 
distributing server (1)and is distributed. 

[0017]Host ID which contents (6) as which the 5th this invention was enciphered by a 
host device haveApparatus ID which host ID contained in said decoding information 
(7) is in agreementand is contained in said decoding information (7)On condition that 
peculiar apparatus ID is in agreementare said enciphered contents (6) playback 
equipment to reproduceand said host deviceWhile enciphering predetermined contents 



using peculiar host IDSpecific playback equipment (5) is chosen according to the 
number of playback equipment (5) to which reproduction was permittedlt is playback 
equipment which sends decoding information (7) in which apparatus ID and said host 
ID of said specific playback equipment (5) for decrypting said enciphered contents (6) 
are contained to said specific selected playback equipment (5). 

[0018]The 6th this invention is playback equipment of the 5th this invention by which 
said playback equipment (5) is not connected to the Internet. 
[001 9]A distributing server (1) with which the 7th this invention distributes 
predetermined contentsHave a host device (3) which enciphers predetermined 
contents with a predetermined encryption methodand playback equipment (5) which 
reproduces said enciphered contentsand said host device (3)Said specific playback 
equipment (5) is chosen according to the number of playback equipment (5) to which 
reproduction was permittedSending decoding information (7) for decrypting said 
enciphered contents (6) to said specific selected playback equipment (5)said playback 
equipment (5) is a copyright management system which reproduces said enciphered 
contents (6) using said sent decoding information (7). 
[0020]A distributing server (1) with which the 8th this invention distributes 
predetermined contentsA host device (3) which enciphers said predetermined 
contents (1) with a predetermined encryption methodAre a copyright management 
system provided with playback equipment (5) which reproduces said enciphered 
contents the used copyright management methodand said host device (3)Said specific 
playback equipment (5) is chosen according to the number of said playback equipment 
(5) to which reproduction was permittedSending decoding information for decrypting 
said enciphered contents (6) to said specific selected playback equipment (5)said 
playback equipment (5) is the copyright management method which reproduces said 
enciphered contents (6) using said sent decoding information (7). 
[0021 ]The 9th this invention is a program for operating the host device (3) which 
enciphers the predetermined contents of the copyright management system of the 
7th this invention with a predetermined encryption methodand the playback 
equipment (5) which reproduces said enciphered contents (6) as a computer. 
[0022]The 10th this invention is the recording medium which made the program of the 
9th this invention supportand is an available recording medium by computer. 
[0023] 

[Mode for carrying out the invention] Hereafterit explainsreferring to Drawings for an 
embodiment of the invention. 

[0024] Drawing 1 is a figure showing the outline of the composition of the copyright 
management system of this invention. In drawing 1 1 is an electronic music distribution 
(EMD) serverand 2 an Internet line and 3The personal computer of the users who 
have predetermined host ID which is an example of the host device of this 
inventionand 4 are playback apparatus CD-R and whose 5 are examples of the 
playback equipment of this inventionby which it is not connected to Internet line 2 



and which has individual predetermined apparatus ID. In drawing It he apparatus Athe 
apparatus Band the apparatus C are shown as the playback apparatus 5reproduction 
is permitted to the apparatus A and the apparatus C and the state where 
reproduction is not permitted is shown in the apparatus B. Each playback apparatus 5 
is composition connectable with the personal computer 3 with a telecommunication 
cable. 

[0025]Nextthe outline of operation of such a copyright management system is 
explained. Firsta user downloads contents data via Internet line 2 with users' personal 
computer 3 from EMD server 1. The personal computer 3 enciphers the downloaded 
contents data by a predetermined methodand copies to CD-R4. At this timeit may be 
copied to two or more CD-R4 with the personal computer 3and CD-R4 of one sheet 
created may be copied to two or more CD-R4. A user inserts CD-R4 in the apparatus 
A or the apparatus C which is the playback apparatus 5 decided beforehand. The 
apparatus A or the apparatus C permitted reproduction can reproduce desired 
contents. At this timeeven if a user inserts CD-R4 in the apparatus B by which 
reproduction is not permitteddesired contents are unreproducible. Thusthe contents 
data copied to CD-R4 whose points of the copyright management system of this 
invention are general-purpose media is renewable only with the playback apparatus 5 
in which it was enciphered by the original system of the personal computer 3and 
reproduction was permitted beforehand. 

[0026] Drawing 2 shows the outline of operation that contents data is not reproduced 
only to the predetermined playback apparatus 5. The personal computer 3 has ID001 
as host ID. The playback apparatus 5 has ID00A as apparatus ID. And the personal 
computer 3 enciphers desired contents data by a predetermined method to CD- 
R4and gives ENC001 which is encryption ID using host ID. That isthe enciphered 
contents 6 which have ENC001 are recorded on CD-R4. The personal computer 3 
generates the decode key 7 which is an example of the decoding information on this 
invention in one side. This decode key 7 has ID00A which is DEC001 which is ID for 
decoding created using host ID for decoding the enciphered contentsand apparatus ID 
of the playback apparatus 5. And the decode key 7 is transmitted to the playback 
apparatus 5 from the personal computer 3. 

[0027]A user inserts CD-R4 in which the enciphered contents were accommodated in 
the playback apparatus 5. The playback apparatus 5 verifies whether ENC001 
contained in the enciphered contents and DEC001 which are contained in the decode 
key correspond. It is verified whether apparatus ID00A contained in the decode key 7 
and apparatus ID00A of playback apparatus 5 which is apparatus ID peculiar to the 
playback apparatus 5 correspond. In verification of above bothwhen correspondence 
and coincidence are obtainedthe playback apparatus 5 can reproduce desired 
contents by decrypting the enciphered contents which are contained in CD-R4. 
[0028] Drawing 3 is a block diagram showing an example of the composition of the 
personal computer 3. 22 is a means of communication for receiving distribution of the 



contents enciphered by the general-purpose encryption method in EMD server 1 via 
Internet line 2and 23It is a contents acquiring means for acquiring the contents 
enciphered from said means of communication 228 is a decoding means for decoding 
the enciphered contents which came to hand with a general-purpose decoding 
method9 is a contents encryption means which enciphers the decrypted contents 
using ID for encryptionand 10 is a recording device for recording the enciphered 
contents on CD-R4. 

[0029] 14 is the self-ID holding mechanism holding host IDand 15 is a self-ID acquiring 
means for acquiring host ID from the self-ID holding mechanism 1416 is ID for codes 
from host ID and ID for decoding which were acquired ID creating means for ID 
decoding for codes for generatingand 1 7Are a decode key creating means for 
generating a decode key using ID generated by the ID creating means 16 for ID 
decoding for codesand ID generated by the apparatus ID acquiring means 20and 18It 
is a decode key issuing means for publishing the decode key generated by the decode 
key creating means 1 7 to the playback apparatus 5. 

[0030] 1 1 is a key acquiring means for the number information 38 (after-mentioned) to 
come to hand from 1 via the means of communication 2213 is a lock management 
information control meansand 12 is a lock management information database. 
[0031 ] 1 9 is a means of communication for communicating with the playback apparatus 
520 is an apparatus ID acquiring means for apparatus ID to come to hand from the 
playback apparatus 5 via the means of communication 19and 21 is a decode key 
deleting means for deleting the decode key published by the playback apparatus 5. 
[0032]Above-mentioned ID creating means 16 for ID decoding for codesdecode key 
creating means 17decode key issuing means 18and decode key deleting means 21 
correspond as an example of the selection indication means of this invention. 
[0033] Drawing 4 is a block diagram showing an example of composition of the 
playback apparatus 5. In drawing 4 24 is a media drive for driving CD-R4and 25It is ID 
extraction means for codes for extracting ID for codes from contents recorded on 
CD-R4 set to the media drive 2426 is a means of communication for communicating 
with the personal computer 3and 27 is the decode key holding mechanism for holding 
the decode key 7 published with the personal computer 328 is a decode key 
acquisition means for acquiring the decode key 7 from the means of communication 
26 or the decode key holding mechanism 2737 is ID extraction means for decoding for 
extracting ID for decoding from the decode key acquisition means 2830 is an 
apparatus ID extraction means for extracting apparatus ID from the decode key 7 
acquired in the decode key acquisition means 2831 is the apparatus ID holding 
mechanism for holding apparatus ID peculiar to each playback apparatus 5and 33 is an 
apparatus ID comparison means for comparing apparatus ID acquired in apparatus ID 
acquiring means 32 with apparatus ID extracted in the apparatus ID extraction means 
30. 

[0034]From the comparison result in a codethe ID comparison means 29 for 



decodingand the apparatus ID comparison means 3334. It is a reproduction propriety 
judging means which judges whether it is possible to reproduce desired contents in 
the playback apparatus 535 is a decode processing means for decoding the 
enciphered contents data which is supplied from the media drive 24 based on the 
decided result in the reproduction propriety judging means 34and 36 is an output 
means for carrying out the reproducing output of the contents by which decoding 
processing was carried out in the decode processing means 35. 
[0035]Nextthe details of operation of the copyright management system of this 
invention of the above composition are explainedreferring to drawing 5 and drawing 6 . 
Drawing 5 is a figure explaining the operation in the copyright management whole 
system. Drawing 6 is a flow chart of the whole copyright management system of this 
invention. 

[0036]Firsta user demands distribution of the number information 38 via Internet line 
2. That isadmission in service is required of the EMD server 1 side (Step 101). 
Information on the number of a reproducing permission of the playback apparatus 5 
for which a user wishes is included in this demand. In EMD server 1when accepting a 
user's subscriptionthe number information 38 is distributed via Internet line 2 (Step 
102). In this number information 38the number of a reproducing permission of an 
individual user who wishes to register as a club member is contained. 
[0037]And when a user wishes distribution of contentsthe personal computer 3 
transmits a distribution request of desired contents to EMD server 1 via Internet line 
2 (Step 103). EMD server 1 will transmit contents data and the number information 38 
which enciphered contents for which a user asks with a general-purpose encryption 
method to the personal computer 3 via Internet line 2if a contents distribution 
demand is received (Step 104). The personal computer 3 will decode contents data 
and the number information 38 which were enciphered by a general-purpose decoding 
methodif contents data and the number information 38 which were enciphered are 
received. 

[0038]If CD-R4 is set to the personal computer 3 by user and predetermined 
operation is carried outthe personal computer 3 will encipher using host IDand will 
record decrypted contents on CD-R4 (Step 105). 

[0039]And when reproducing CD-R4 on which contents as which a user was 
enciphered were recorded in the playback apparatus 5the playback apparatus 5 
performs issue requesting of the decode key 7 first (Step 106). When the playback 
apparatus 5 has the decode key 7and when applying a trigger from the personal 
computer 3 to the playback apparatus 5this step 106 becomes unnecessary. 
[0040]The personal computer 3 will advance a Request to Send of apparatus ID of the 
playback apparatus 5 to the playback apparatus 5if issue requesting of the decode 
key 7 is received from the playback apparatus 5 (Step 107). If the playback apparatus 
5 receives a Request to Send of apparatus IDthe playback apparatus 5 will send 
apparatus ID peculiar to the playback apparatus 5 to the personal computer 3 (Step 



108). And the personal computer 3 generates the decode key 7 from ID00A which is 
apparatus ID peculiar to DEC001 and the playback apparatus 5 which are ID for 
decoding generated from host ID peculiar to the personal computer 3. And the 
personal computer 3 sends the generated decode key 7 to the playback apparatus 5 
(Step 109). 

[0041]When a user is going to reproduce desired contents in the playback apparatus 
5the playback apparatus 5 advances a reproduction request of enciphered content to 
CD-R4 (Step 110). In the playback apparatus 5ENC001 recorded on the contents 6 as 
which CD-R4 was enciphered is compared with DEC001 which are contained in the 
decode key 7 transmitted from the personal computer 3and it verifies that it is that to 
which both correspond. That isit verifies that 001 which is host ID is in agreement in 
both. It is verified whether ID00A which is apparatus ID contained in the decode key 
7and ID00A of playback apparatus 5 which is apparatus ID peculiar to the playback 
apparatus 5 correspond. And if it is checked that conditions of above both are 
fulfilledthe playback apparatus 5 will decrypt the enciphered contents 6and will 
reproduce desired contents (Step 111). 

[0042]In drawing 5 the portion by which the center section was surrounded shows the 
processing in the dedicated software for exchanging the data of EMD server 1 and 
the personal computer 3. The portion surrounded in the lower right in the figure 
direction shows the processing in the dedicated software for exchanging the data 
between the playback apparatus 5 and the personal computer 3. In such dedicated 
softwaresince processing is performed protecting the data of a key etc. so that it may 
not be accessed from the outsidethe information transmitted and received is not 
revealed outside. 

[0043] Drawing 7 is the flow chart which illustrated operation of the personal computer 
3 in the above-mentioned copyright management system. Operation of the personal 
computer 3 is explained belowreferring to drawing 3 and drawing 7 . 
[0044] Drawing 7 (a) is a flow when copying desired contents data to CD-R4. A user 
starts operation of the personal computer 3 first (Step 210). And the personal 
computer 3 demands determination of whether to newly purchase the number 
information 38 from a user (Step 21 1). When judging that the number information 38 is 
purchasedthe personal computer 3 carries out purchase processing of the number 
information 38 (Step 212)and the lock management information control means 13 of 
the personal computer 3 registers lock management information into the lock 
management information database 12 (Step 213). The number information 38 already 
existsand when it is not newly necessary to purchaseit progresses to the following 
step. 

[0045]In Step 213if lock management information is registeredthe personal computer 
3 will demand determination of whether to purchase contents next from a user (Step 
214). If it is determined that contents are purchasedthe contents acquiring means 23 
of the personal computer 3 will perform purchase processing of contents via the 



means of communication 22 (Step 215). Processing is ended when it is determined 
that contents are not purchased (Step 218). If content purchase processing is 
completed in Step 215the decoding means 8 will decrypt contents enciphered with a 
general-purpose decoding method. And the contents encryption means 9 enciphers 
contents using ID for codes generated by the ID creating means 16 for ID decoding 
for codes (Step 216)The recording device 10 copies enciphered contents to CD-R4 
(Step 217)and ends processing (Step 218). 

[0046] Drawing 7 (b) is a flow in case the personal computer 3 generates a decode key 
to the playback apparatus 5 by which the reproducing permission was carried out. 
Firstthe personal computer 3 makes the issue processing of a decode key start (Step 
220). And the personal computer 3 issues the directions which acquire the decode 
key 7 from the playback apparatus 5 (Step 221). Nextthe personal computer 3 verifies 
whether the playback apparatus 5 has the decode key 7 (Step 222). When the 
playback apparatus 5 has already had the decode key 7it is judged whether the 
decode key 7 is deleted (Step 223). Processing is ended when not deleting the 
decode key 7 (Step 230). When the playback apparatus 5 does not have the decode 
key 7the personal computer 3 progresses to the following step. In the following 
stepthe lock management information control means 13 obtains lock management 
information from the lock management information database 12 (Step 225)and passes 
it to the decode key creating means 1 7. 

[0047]On the other handthe apparatus ID acquiring means 20 acquires apparatus ID 
from the playback apparatus 5 via the means of communication 1 9 (Step 226)and it is 
judged whether issue of the decode key 7 is appropriate for the decode key creating 
means 17 (Step 227). Processing is ended when issue of the decode key 7 is not 
appropriate (Step 230). When issue of the decode key 7 is appropriatethe decode key 
creating means 1 7 generates the decode key 7 from ID for decoding obtained from 
the ID creating means 16 for ID decoding for codesand apparatus ID acquired from 
the playback apparatus 5 (Step 228). And the decode key issuing means 1 8 transmits 
the decode key 7 to the playback apparatus 5and ends processing (Step 229) (Step 
230). 

[0048] Drawing 7 (c) shows an example of lock management information stored in the 
lock management information database 12. A situation where the decode key 7 is 
published to one set of the playback apparatus 5 in which a user has got three sets of 
the number of a reproducing permission from EMD server land this lock management 
information has ID of ID00A is shown. An acquisition day of a key and the date of 
issue of the decode key 7 are recorded on this lock management information. 
[0049] Drawing 8 shows a process flow by the side of the playback apparatus 5. Step 
341 in drawing 8 (a) - Step 344 are equivalent to Step 106 in drawing 6 - Step 109. 
An operation flow of the playback apparatus 5 is explained belowreferring to drawing 8 
and drawing 4 . 

[0050]In drawing 8 (a)the playback apparatus 5 starts processing of a decode key 



demand first (Step 340). The means of communication 26 transmits the issue 
requesting of the decode key 7 to the personal computer 3 side (Step 341). If 
transmission of apparatus ID of the playback apparatus 5 is required from the 
personal computer 3 sidethe decode key acquisition means 28 will transmit apparatus 
ID currently held at the apparatus ID holding mechanism 31 to the personal computer 
3 side via the means of communication 26 (Step 342). If a decode key is published 
from the personal computer 3the means of communication 26 receives the published 
decode key 7 (Step 343)and the decode key acquisition means 28 will register the 
acquired decode key 7 into the decode key holding mechanism 27 (Step 344)and it will 
end processing (Step 345). 

[0051] Drawing 8 (b) is an operation flow figure at the time of reproducing contents in 
the playback apparatus 5. 

[0052]Firstthe playback apparatus 5 starts contents playback processing by a user's 
operation (Step 350). The decode key acquisition means 28 checks whether the 
decode key holding mechanism 27 possesses the decode key 7 (Step 351). When the 
decode key 7 does not exist in the decode key holding mechanism 27it progresses to 
the step of whether to acquire the decode key 7 (Step 352). In this step 352when not 
acquiring the decode key 7processing is ended (Step 361)and when acquiring the 
decode key 7it progresses to the decode key demand flow shown in drawing 8 (a) 
(Step 353). When the decode key 7 exists in the decode key holding mechanism 
27apparatus ID and apparatus ID of the playback apparatus 5 which are contained in 
the decode key 7 are compared (Step 354). Namelythe apparatus ID extraction means 
30 extracts apparatus ID from the decode key 7 which exists in the decode key 
acquisition means 28and passes it to the apparatus ID comparison means 33. 
Apparatus ID acquiring means 32 acquires peculiar apparatus ID which exists in the 
apparatus ID holding mechanism 31 and passes it to the apparatus ID comparison 
means 33. And it is compared whether apparatus ID passed from the apparatus ID 
extraction means 30 and apparatus ID of the apparatus ID comparison means 33 
passed from apparatus ID acquiring means 32 correspond (Step 355). Processing is 
ended when both apparatus ID is not in agreement (Step 361). 
[0053]When both apparatus ID is in agreementID extraction means 25 for codes 
acquires ID for codes contained in contents from the media drive 24 (Step 356)and 
passes it to a code and the ID comparison means 29 for decoding. On the other 
handID extraction means 37 for decoding extracts ID for decoding from the decode 
key 7 which exists in the decode key acquisition means 28and passes it to a code and 
the ID comparison means 29 for decoding. And a code and the ID comparison means 
29 for decoding compare ID for codes acquired from enciphered contents with ID for 
decoding contained in the decode key 7 (Step 357). That isa code and the ID 
comparison means 29 for decoding compare ID for codes with ID for decodingand 
both verify whether it is a thing corresponding to the same host ID (Step 358). 
[0054]When above-mentioned ID for codes and ID for decoding do not correspondthe 



reproduction propriety judging means 34 carries out a judgment of being 
unreproducibleand ends processing (Step 361). When it is that to which both ID 
correspondstake out the reproduction propriety judging means 34 and a renewable 
judgment the decode processing means 35Decrypting the enciphered contents 6 using 
the decode key 7 (Step 359) by outputting decrypted contentsthe output means 36 
reproduces contents for which a user asks (Step 360)and ends processing (Step 361). 
[0055] Drawing 9 is a mimetic diagram showing the whole copyright management 
system of this invention in case there is two or more sets of the playback apparatus 
5 by which the reproducing permission was carried out. In the example shown in 
drawing 9t he case where two setsthe apparatus A which is a portable CD player 
among the playback apparatus 5and the apparatus B which is minicomponentshave 
obtained the reproducing permission is shown. In such a caseas ID for decodingthe 
personal computer 3 generates the decode key 7 which has IDOOA as DEC001 and 
apparatus ID to the apparatus Aand generates to it the decode key 7 which has 00B 
as DEC001 and apparatus ID as ID for decoding at the apparatus B. And these 
decode keys 7 are transmitted to the apparatus A and the apparatus Brespectively. 
[0056] Herein order to reproduce the enciphered contents 6 by the apparatus Aand in 
order to reproduce by the apparatus Btwo CD-R4 are copied in the personal 
computer 3. At this timethe enciphered same contents 6 are recorded on each CD- 
R4. That isENCOOl is stored in the enciphered contents 6 as a key for codes with the 
enciphered same contents data. 

[0057]The apparatus A and the apparatus B decrypt the contents 6 enciphered with 
the decode key 7 which each hasand reproduce desired contents. 
[0058] Drawing 10 illustrates a variation from which copyright is protected by a 
copyright management system of this invention by composition to the aboveand 
operation. 

[0059]In drawing 10 a case where another different personal computer 43 exists is 
shown in the personal computer 3 as a host device. Three setsthe apparatus Athe 
apparatus Band the apparatus Cexist as the playback apparatus 5among these the 
apparatus A shows the state that the decode key 7 was published with the personal 
computer 3 and of being the playback apparatus 5. 

[0060]On the above conditionsa case where illegal acquisition of the CD-R on which 
contents were first recorded with the personal computer 43 which is a third party's 
personal computer is carried out is considered. In this casethe personal computer 43 
enciphers contents to CD-R4 inserted in the personal computer 43 using ID002 which 
is host ID of the personal computer 43and ENC002 is contained in the enciphered 
contents 46 as an encryption key. If a user is going to reproduce desired contents 
using the apparatus AWhen it has the contents 46 as which CD-R4 was enciphered 
(i.e.when ENC002 exists in the enciphered contents 46)the apparatus A. As mentioned 
aboveDECOOl which is ID for decoding contained in the decode key 7 which the 
apparatus A has is compared with ENC002 which are contained in the enciphered 



contents 46and both check not originating in the same host ID. Thereforethe 
apparatus A cannot reproduce contents obtained by CD-R recorded with the personal 
computer 43 in this way coming to hand unjustly. 

[0061 ]Nextsupposing the decode key 7 is not published by the apparatus Bthe 
apparatus B can reproduce neither the contents copied with the personal computer 
3nor the contents copied with the personal computer 43though natural. 
[0062]Nextthe apparatus C assumes that it does not have the regular decode key 
7but has what copied the decode key 7 of the apparatus A unjustly. In that casesince 
peculiar apparatus ID which the apparatus C has is ID00C and apparatus ID which 
exists in the decode key 7 copied illegally by one side is IDOOAit is judged that 
apparatus ID of apparatus C of both does not correspond. Thereforein the apparatus 
C which copied the decode key 7 illegallydesired contents are unreproducible. Of 
coursethe contents copied illegally with the personal computer 43 are also 
unreproducible. 

[0063] Drawing 1 1 is the figure which made the list the range from which copyright is 
protected as mentioned above at a case. That isthe playback apparatus 5 is 
apparatus which has the regular decode key 7 by which the reproducing permission 
was carried outand only when CD-R4 is copied with a user's regular personal 
computer 3the contents for which a user asks can be reproduced. Howeversuch 
contents cannot be reproducedwhen the playback apparatus 5 is apparatus which 
does not have the decode key 7and when the playback apparatus 5 is apparatus 
which has copied the decode key 7 illegally. 

[0064] Drawing 12 is a figure showing a flow when changing the playback apparatus 5 
by which the reproducing permission was carried out without changing the number of 
a reproducing permission of the playback apparatus 5. 

[0065]For examplethe user shall have three sets of the playback apparatus 5the 
apparatus Athe apparatus Band the apparatus Camong these the reproducing 
permission shall be made by two setsthe apparatus A and the apparatus B. And the 
number of a reproducing permission of two sets makes an example the case where 
reproducing permission apparatus is changed into the apparatus B and the apparatus 
C from the apparatus A and the apparatus B without changingand a user explains 
operation of the copyright management system of this embodiment in that case below. 
[0066]In drawing 1 2 Step 401 is equivalent to Step 101 - Step 104 which are shown in 
drawing 6 . Step 402 corresponds to 1 05 shown in drawing 6 and Step 403 - Step 406 
are equivalent to Step 106 - Step 109 which are shown in drawing 6 . The operation 
corresponding to Step 403 - Step 406 in Step 407 - Step 410 is made between the 
personal computer 3 and the apparatus B. In the apparatus A and the apparatus 
Boperation can reproduce so far the contents for which a user asks in the state of ** 
practice ****** (Step 411 Step 412). Howeverthe apparatus C which does not have 
the decode key 7 cannot reproduce contents (Step 413). 

[0067]Nextthe personal computer 3 advances a Request to Send so that the decode 



key 7 which the apparatus A has may be transmitted to the apparatus A (Step 414). 
And if the apparatus A receives the Request to Send of the decode key 7 from the 
personal computer 3the decode key 7 which the apparatus A has will be transmitted 
to the personal computer 3and the decode key 7 will be deleted from the apparatus A 
(Step 415). The decode key 7 of the apparatus A received also in the personal 
computer 3 is deleted by the decode key deleting means 21 (Step 224 (refer to 
drawing 7 (b))). 

[0068]And between the apparatus C and the personal computer 3the decode key 7 is 
transmitted to the apparatus C in Step 416 - Step 419 by the same processing as 
Step 403 - Step 406. As a resultby the apparatus Adesired contents cannot be 
reproduced (Step 420) but desired contents can be reproduced in the apparatus B 
and the apparatus C (Steps 421 and 422). 

[0069]As mentioned aboveaccording to the copyright management system of carrying 
of this embodimentsince two or more sheet copy is possible to general-purpose CD- 
R4desired contentsWhen reproducing with two or more playback apparatus 5a 
portable playera minicomponenta car stereoetc. can be set to each playback 
apparatus 5and do not need to apply the time and effort which carries CD-R4 one by 
one. 

[0070]According to the copyright management system of this embodimentby 
restricting the number of the playback apparatus 5 reproduced instead of what 
restricts a duplicate of CD-R4although protection of copyright is aimed ata user's 
convenience can be raised. 

[0071]Since EMD server 1 does not need to perform license management of the 
individual playback apparatus 5 and should manage only the number of licence of the 
playback apparatus 5it can be managed with an easy system configuration also for the 
EMD server 1 side. 

[0072]Since the decode key 7 for decoding desired contents is published in users' 
personal computer 3the user does not need to ask the EMD server 1 side one by 
oneand can enjoy desired contents by easy processing. 

[0073]Although explanation to the above is related with a copyright management 
system of this inventiona copyright management method using a system of the 
above-mentioned composition is also the range of this invention. 
[0074]In explanation to the abovealthough distribution of the number information 38 
from EMD server 1 in Step 101 to the personal computer 3 presupposed that it is 
made via Internet line 2it may be transmitted or sentfor example by other 
methodssuch as mail. 

[0075]Although it presupposed that the personal computer 3 and the playback 
apparatus 5 are connected with a telecommunication cableand an exchange of the 
decode key 7 etc. are made in explanation to the abovethe personal computer 3 and 
the playback apparatus 5 may be composition connected not by a cable but by radio. 
It may be the composition that an exchange of the decode key 7 etc. are made using 



physical mediasuch as CD-R. In that casethe exchange of the decode key 7 grade 
between the personal computer 3 and the playback apparatus 5 serves as operation 
instead of transmission or reception sent or received. The effect same also in such a 
case as the above can be acquired. 

[0076]Although they presupposed that it is CD-Reven if the media on which the 
enciphered contents are recorded in explanation to the above are other 
medianaturally they are good. 

[0077]Although the personal computer 3 presupposed that the decode key 7 is 
published to the playback apparatus 5 within the number by which the reproducing 
permission was carried out in explanation to the abovethere may be a function to 
restrict issue of the decode key 7 to still more specific apparatus. As such an 
exampleit may be the composition of publishing the decode key 7 only to the playback 
apparatus 5 corresponding to high-quality soundfor example. 
[0078]Not only music data but the information on still picture informationa video 
dataalphabetic dataand others is included in the contents in explanation to the above. 
That isthe distributing server of this invention may be a server which is not limited to 
EMD server 1 but can distribute above various contents. 
[0079]Although it presupposed that the host devices of this invention are the 
personal computers 3 and 43 in explanation to the aboveas long as the host device of 
this invention can achieve the above-mentioned functionthey may be apparatus other 
than a personal computer. Although a cellular phonea personal digital assistantetc. are 
mentioned as such an exampleit is not limited to these. 

[0080]Although the playback apparatus 5 explained the example which is one set or 
three sets by explanation to the aboveif the playback apparatus 5 is less than the 
number of a reproducing permissionit cannot be overemphasized that they may be 
how many sets. What is necessary is just to notify change of the number of a 
reproducing permission to the distributing server side in Step 101 shown in drawing 6 
to change the number of a reproducing permission. 

[0081]The program of this invention is a program for performing the function of all or 
a part of means (or equipmentan elementetc.) of the copyright management systems 
of this invention mentioned above by computerand is a program which collaborates 
with a computer and operates. 

[0082]AII or a part of means (.) of the copyright management systems of this 
invention which the recording medium of this invention mentioned above Or it is the 
recording medium which supported the program for performing the function of all or 
the parts of equipmentan elementetc. by computerand said program which reading 
was possible and was read by computer is a recording medium which cooperates with 
said computer and performs said function. 

[0083]The above "some means (or equipmentan elementetc.)" of this invention means 
one or some means of two or more of those meansand the above "some steps (or a 
processoperationan operationetc.)" of this invention means one or some steps of two 



or more of those steps. 

[0084]The above "function of MEANS (or equipmentan elementetc.)" of this invention 
means the function of all or a part of said meansand the above "operations (or a 
processoperationan operationetc.) of a step" of this invention means operation of all 
or a part of said steps. 

[0085]One usage pattern of the program of this invention may be a mode which is 
recorded on the recording medium which can be read by computercollaborates with a 
computerand operates. 

[0086]One usage pattern of the program of this invention may be a mode which 
transmits the inside of a transmission mediumis read by computercollaborates with a 
computerand operates. 

[0087]As a data structure of this inventionthe kind of a databasea data formata data 
tablea data listand dataetc. are included. 

[0088]As a recording mediumROM etc. are contained and transmission mediasuch as 
the Internetlightan electric wavea sound waveetc. are contained as a transmission 
medium. 

[0089]The computer of this invention mentioned above may contain not only hardware 
with pure and simple CPU etc. but firmwareand OS and also peripheral equipment. 
[0090]As explained aboveit may realize by software and composition of this invention 
may be realized in hardware. 
[0091] 

[Effect of the Invention]According to this inventionthe user-friendly copyright 
protection system for a userthe copyright protection methodits host deviceits 
programand the recording medium that supported the program can be provided. 
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[Brief Description of the Drawings] 

[Drawing 1]Drawing 1 is a figure showing the outline of the copyright management 
system of an embodiment of the invention. 

[Drawing 2]Drawing 2 is a figure showing the outline of operation of the copyright 
management system of an embodiment of the invention. 

[Drawing 3]Drawing 3 is a block diagram showing the composition of the personal 
computer which constitutes the copyright management system of an embodiment of 
the invention. 

[Drawing 4]Drawing 4 is a block diagram showing the composition of the playback 
apparatus which constitutes the copyright management system of an embodiment of 
the invention. 

[Drawing 5]Drawing 5 is a schematic view showing operation of the whole copyright 
management system of an embodiment of the invention. 



[Drawing 6]Drawing 6 is a flow chart showing operation of the whole copyright 
management system of an embodiment of the invention. 

[Drawing 7]Drawing 7 is a flow chart showing operation of the personal computer 
which constitutes the copyright management system of an embodiment of the 
invention. 

[Drawing 8]Drawing 8 is a flow chart showing operation of the playback apparatus 
which constitutes the copyright management system of an embodiment of the 
invention. 

[Drawing 9]Drawing 9 is a schematic view showing operation of the whole copyright 
management system of an embodiment of the invention. 

[Drawing 10]Drawing 10 is a figure showing the variation of the copyright protected by 

the copyright management system of an embodiment of the invention. 

[Drawing 1 1]Drawing 1 1 is a figure showing the variation of the copyright protected by 

the copyright management system of an embodiment of the invention. 

[Drawing 12]Drawing 12 is a flow chart showing the operation at the time of making a 

number change of a reproducing permission of the playback apparatus which 

constitutes the copyright management system of an embodiment of the invention. 

[Drawing 13]Drawing 13 is a schematic view of the copyright management system of 

conventional technology. 

[Drawing 14]Drawing 14 is a schematic view of the copyright management system of 
conventional technology. 
[Explanations of letters or numerals] 

1 EMD server 

2 Internet line 

3 and 43 A personal computer 

4 CD-R 

5 Playback apparatus 

6 Enciphered contents 

7 A decode key 

8 A decoding means 

9 A contents encryption means 

10 A recording device 

1 1 A key acquiring means 

12 A lock management information database 

13 A lock management information control means 

14 Self-ID holding mechanism 

15 A self-ID acquiring means 

16 ID creating means for ID decoding for codes 

1 7 A decode key creating means 

18 A decode key issuing means 
1922and 26 A means of communication 



20 An apparatus ID acquiring means 

21 A decode key deleting means 

23 A contents acquiring means 

24 A media drive 

25 ID extraction means for codes 

27 Decode key holding mechanism 

28 A decode key acquisition means 

29 An ID comparison means for cipher items 

30 An apparatus ID extraction means 

31 Apparatus ID holding mechanism 

32 An apparatus ID acquiring means 

33 An apparatus ID comparison means 

34 A reproduction propriety judging means 

35 Decode processing means 36 An output means 

37 ID extraction means for decoding 

38 A key 
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[0 0 19] *7©*58Wtt» Br*Oa>T>y*Wl 
•T^gBfi^-A' (1) ,h, F/r£0P>x>y£p7r:£0Bi 
^b£5£TB§^bT£.*X hlSK (3) fftSBRMfb 

*ti/tavTvy»wftr*ii«tB (5) 

A, HUlB^Xh^S (3) (4, S£*ttRT;»rtlfcS£« 

s (5) <jmhsiejsi;t. ft%.o>mm£gm (5) * 

SRU llQIB)»R*hrc1tSO»4*« (5) 'V lulB 
iiWfbSrtifcPVxvy (6) *a^br*fc»fl>«* 
fMf« (7) *3sy» mibs^m (5) it. MiBse 

tlfctt*fb1t« (7) fcipJfflLT. i!HEfl»fb**ifcP 
Vx>y (6) ^Sf5S^ili , tS->XxAT ; -SSo 

[0020] g8a>*!mii, BrjeopvxvyfcEfli 

TfcEflTO—A (1) fiuEFJrSO^VT^'y (1) 
*Bf««!»»fb3K6T?»»fbr**X hSB (3) fc. 

«Bt»fb**ifc3Vy>y*iisr*iiffi» (5) 

SmoT, MIB*Xh=£E (3) 14, SSSWrTS 
ftfcWIBB£8« (5) ©tHKKJSLT. WSOffilBS 
££S (5) ZmtRL, l9iaB!**lfc#S©iiSS« 
(5) *V tulBm^b£*ifcP>xVy (6) ta^ft 

r*fc»©a*fbiwi*»y. ssiibsssb (5) 14. 

«5IE3SSftfc«*fbflffll (7) Srf'JfflLT. ffiKBWft 

stifcpvxyy (6) *s<£r**fHttra*2rcfc 

2.0 

[00 2 1 ] S90>*Jffll& *7 0*»«©*fHf* 

3 -> X x A0. p/t£0 P > x V y *Bf£0BW{b*S? 



Bi^b-rs^xh^K (3) t» aiiBiWfcSftfcpv 

tV7 (6) *»4-r«S^H (5) *P>t:°a 
[0 0 2 2] mi O0*««tt» JB9©*56WO^P^ 

[002 3] 

[0 0 2 4] 01(4, *9SUIl©*fHttra->;*xA0« 
tfOMttSfH?**. IB 1 Kfil^T, 1 tt«?SS6 
BBffi (EMD) y—JKT'&V. 2 14-f h@ 
ML 314. *?P3©*X hgS©-#JT'£3, Hf!£©# 
XK I D£Wf*a— tf§J0M°yP>. 414CD-R, 

a«2icjg«*ftT^aL\ ffl»j©ffi£©«Hi 1 d^w 

T*S£«MI?**. H1lcfc^Tt4, &3i®&5tL 
TtilSA, tit#§B, «B§Cfl«w*tlTfiy, «88A, til 
SCfcttiSStfWRJStU tiSS5BKl4B3EtflfRJ2rftT 

14/W P> 3 tiifll^— ^;UT»«RriE4«fiE"P**o 

[0 0 2 5] *IC» ^©cfcdfrSf'Ftf'BS-yXxA©!!] 
ffcDttBfcMBT*. S-f. P.— W4, EMD+J--A1 

fr b a - +f fly © / \° v p > 3 t □ y f- y y 9 - $ & -r > •? 

-*y Hal«2*^LT^'7VP- KT*. A°VP>3 
(4. ^VP- K*nfcP >f>77- ?^m^OT3^ 
T«HMbLTCD-R4tC3tf-*r*. u^<b*. A° 
y 3 > 3 tc * y «K(D C D - R 4 K a tf-StlT* * ^ 
Ls ff«artlfc1*©CD-R4Wt»OCD-R4lC 

pt:-*nTt»«fcL\ a— «fii» Sbfri; 465*466 

^*H^««5-p**««A$fcB«IIClCCD-R4 
^JfAtSo B££i*RT*ttfc$8A£/cl4«8fga4. 

a-1f<W»feB t ffRr*nTL' k *t'«*BKC D-R 4* 

a l t t pftmo p > 7 1 > y £H£-r * c t a 

h 14. : ,Rm* r-f 7TS5C D-R4M tf-jnfcP 

> t > y t- * i4. Ay p v 3 ©a i osa?Bw^ b* 

[0 0 2 6] 0 214. m£©SSE«S5fcLfrP>f i >' 

y x- * s^s na^ t^o »f^D«Hcsr . / \°y 

PV314. *Xh I D<h LT I D0 0 1^WLW5. 
B^tilSff5l4. «IS I D ^ LT I D0 0 A^LTl^ 
2c ^LT. A°yPV3l4. CD-R4lcpjTM£DP>7 1 

vyx-**»f£©*aTBW{bu *xh 1 v**m 

LfcBg-§-fb I DT'*5 E N C 0 0 1 *«4-r2<> 

CD-R4tC(4. E N C 0 0 1 **r*W*ft*tl 
fcPVTVy6tftE«**lTV*. /\°yp>3(4. 

T**w©a*fbflWi©HWT***«i7 tsaE-r 



(5) 



£B@2 0 0 3-3 2 3 3 5 1 



50 £<D^g|7t4, flHFb*ftfc3VxVy*H^-r 

S5DEC00K £<fctfiS£*t8 5 0«S I DT$5 
I O0 0A?m. ^LT> 8H£«714, /\°V3>3 

[0 0 2 7] a— «ftt, BWffcStlfcaVxVytfflS 
Ztl1tCD-R4&n£.m&SlZf**.tZ. 5 
14, BB^kJtlfc^V^V'yi^StlT^* E N C 0 0 

1 tommic&stiT^z d e c o o i 

I D 0 0 A t. 5 K@W<D«S I D?*5 

ISID00 Atf-SrtSfrSH-fSo ±IB<Dil£cD& 

51 5 14, CD-R4K^$ftSl^lk4*l/c=]>7 1 >y 

* wtr s c t * y , maoa >x vytn^r* 
[0028] H3t4, i^j^y^aimmoi-m^mty 

P-^BI*$« 0 2 214, EMD+r- MHCfc^T;flJB 

y, 2 314, sulEi§{i#|g2 2fr6!^b4ftfc3>7 1 
V7 £S3tf#"t S fciM) 3>T>7AffST'$ l J , 8 14 

<fcya»r*fc«>«>a»#«?*y» 9tta^b*tift 
□ >xvy««*fbE i D^^jfflLTfff^b-rsziVT 1 
>y«»{fc#a?*y» i ottBHWk^ftfcavxvy 

[0 0 2 9] Hit *a h I DfcfilfcLTl^Si I D 
»J, 1 5(4§ I D«fc#Sl 4fr5*7h 
I D*Btf»TSfci&®a I DBM»^STSy, 1 614SS 

€-rSfc460Bg^ffl I Dtt*g I D£fiE3Mg?$>y, 1 

7t4, eg^ffl i Dm^m i D^fi2#si 6icfcy£jss 
nfc i d, fc^o-ss i da#^S2 o(cj:ysja*ft 

greasy* 1 si*. «^si£ja#i£i 7fc*y£(ss:h. 

T'SS- 

[00 3 0] 11(4, iiffl#S2 2*^LTlfr6«» 

1WB3 8 *x*r*fc*6fl>«x¥#»pasy, 

1 3(4, •*31ff8£l»#Ht?&y. 1 2(4. MfHlff 
SBx— Sf^-XT&S,, 

[00 3 1] 1 914, ff£tttt5£fflir*ft:tt4>ilflr 
#S?*y» 2 014, 3M¥«1 9«N,TS£»*5 
frb&SI I DfcA^-tSfc&O&Sg I DA##eT$ 

y, 2 1 ttB^«»5K36f7**ifca^*i<ji»r«fc 

[0 0 3 2] ±IEOBi^ffl I D8»ffi I D£ffr£S1 

6. ifti^si 7, are«*f7#«n 8, fcj;^ 
a«tHyi«#S2 1 14, **wojs«Jsm#a©Hwt 



LTfcfJETSo 

[0 0 3 3] H1414, Rft«i5a>«WM)— «*ST^ 

0 7^iTS5„ 04lcj3l/>T, 2414, CD-R4£ 
RU? ZtcVXD* t<< 7 7735 U » 2 5 14, ;>< 5* 
-f7'K5-r^2 4(c-by KStlfcC D-R 4lc|B«*tl 

DatH^T^y, 2 6tt/ty3V3i:a«r*fci60 
3MI*«?*y» 2 7tt/fya>3fcJ:ySKTStifc« 
^81 7 £«8 LTfc < fc46©«^S!«}t#ST'* y , 2 

8 (4iifi?s 2 6 sfcitreaft&^g 2 7 earn 

7 £JMS* 3fctt©a*H«M»#Bre* y , 3 7 14«^ 

1 D«na#aT*y» 3ouiremMf#3t2 8(<:?5i^ 

i D«ai#«T*y. 3 1 tt«fi£tt«5[cs^a)«» 
i Dz&mztzbt>(D®% i D«j«^aT*y» 3 314 

OK I DWI¥«3 2lcfil»TMIJtlftli I Dtl 
« I Dtttt#«3 OlCfc^TtttttfftfclW I DtZtt 

mtztc&cDtem 1 d a, 

[0 0 3 4] 3 4(iBf*.reH I D£b$$3M£2 9 fc<fc 
IftMBI Dittt#S3 3lcfiW5Jtll8Bj|U:ys mao 

s*#£3fr*«j£T«B£^5*j£wesy* 3 5 

f4S£RlS¥iJ;E#g 3 4 Kfett*f!lSIS JWE«^T» 

x>'yT-**a*rsfci6©a^iQa#s?*y» 3 

[0 0 3 5] W±©«l«©**lfl©*fHt»31-> 
^xA(7)it)fF©Pffll^|gl 5 j3«fctfB 6 £#HB L&tf 51K 
11514, »fBf^5/*?A£W«:a3tt;51W* 

->XxA©^ft07n-ilZ ; SSo 
[0 0 3 6] S*\ f(4, ^St"»fB 3 8 OlH-fl^-r 
hE»2t^LTH«r*. tS^EMD 
*t-/tHllfctf-t;X'\0A£*H#-r* Ut771 

01) 0 coHacKtt. a— ytf«ar*w£««5o 

HSfeffRlttttOflMBtf^ $nTU"*. E M D+r- A' 1 [z 
JJt>T, a— y©HlA*B46*li^W:, -&IStl$83 8^ 
-f>4«-*y h0«2«^LT«ir* U7771 0 

2) o CO#»1f«3 8 0*lcH:, A^SSarSfllS'J 

[0037] *lt, a-wa>x>'y<DBaff^a 
r sii^i4, /\°y =1 > 3 ttmaoa >fvy©BiB« 

tEMD^-/ni£-f>*-*y MH«2*^LTa6« 
(7x7710 3) o EMD-y- (43>y>y 
Elf^itc^glTS.!:, 2-«itSa>r>'>^jft 
ffi^Bi^;ST-Bg^{bLfc3>x>yx-^fe < i:0 : ^ 
i»fll«3 8^/\ 0 yi]>3ic-ry-?-^u/ mbM2**l 

TjMtl-rS (X7771 0 4) o /<V3>3tt«»fb* 



(6) 



ttM2 003-323351 



tiftn Vx>'>T-^fi«fctHHR1WB 3 8 *Stt«£, 
sFW«aa*3K6(c J: l J BHWb* tifea >7>7 7-* 

as iiHrtwia 3 s 

[ 0 0 3 8 ] J.-VIZ <fc »J C D - R 4 / \° V =1 > 3 fc-te 

*lft=l>7>y£*7h I D*8lfflLTB»fcU CD 
-R4KIBirt3 (X77710 5) . 

[0039] a— ytfBHWbtfftfcavxvy 

K»S *lft C D - R 4 £if£«S 5 jS^TMT* 

UT7710 6) „ S&\ R£«&5if>W87£1i 
LTl^«H, fc<fcO\ M°y=l>3frS4f£SISg5U:>tt 
LThy7j£*H7£if^;i\ 0 6(±^ 

[0 0 4 0] /W=l>3l±. a««7©§M5K*:&B£ 

ansi Dommmmmt (^7771 07) . b£« 

OfffiMsicmom D*y\Va>3lES« (7 
77 71 0 8) . ^L7, /\°V3>3li. /\°V=l>3tC 

c 0 0 1 tn£.mm5izmG<z>m% i d?s* i d 0 0 

A£#Sa««7*£lST*. *LTmV=I>31;Iu * 
JS*ftfc8»«7*IS£a»5fc2f* (777710 

9) . 

[004 1] :i-1ftfi?rS©3>7>'J/*?5£lt»5l;: 
JS^THSL.fcafriJi^W:, S£1t&5liCD-R 
4^LTB§^b3>7 ; >7^£S*5-ait- (777 
7110). S£«B5tca3l/>Ttt, CD-R4©Bg^ 
<b*tifca>7>y 6 tia»*tif=E N c 0 0 1 t/<y 

□ >3<J»6a6fll*tlfta*i7Kd$h*DEC0 0 1 

So TfttaS. W*(cfi^T*7 h I DT550 0 1 # 
-H8rr*s:i:*«Er*. ?6I:> S£lt3S5tt«^gi 
7fc3S*i3«BI I D0 0AtB4«»5l= 

ll^O^S ID7S5ID0 0 A 

i£**i*<!:. Bg^b£tiftziV7>y 6 

*a*fbu ma«>a>7>y*i!tr* (77771 
11). 

[0 0 4 2] H5^fc^T. <*>*g|3<DllS*lftg|357(i, 

e m d +r- v t 1 tJ \°v =1 > 3 1 ©7— $» <w y u y *fr 

□ > 3 1 ©hiot-* y tt y £*t3 ft#><z>i?E v 7 

£©7"-**ttSfr57*-teX*h*E£tf4^«fc5lc 
«S L fttf 5 ffiStfirfohT l/* SSffi L ft tt$8 

[0043] mm, ±E©»««ra->77^tcii^ 



T/ \°y =1 > 3 ©Rft£IHB.B L ft 7 P - BITS 03 fc 

a 7 *#r l& tf 6 / \°y □ > 3 oimfteMB? 

[0 0 4 4] H7 (a) li. Rfr2<£>:3>7>y7-$£ 
CD-R4lc=ltf--rS<!:$a)7P-7-SSo 2 -If 
W\ Sf/<VaV3©IMlF*IIB«ir* (77772 1 

0) . *LT/tvav3tt, a-Vl=#WWI3 8*if 

s«ixr**ire^o3we*(Er (777721 d . 

MHMI3 8«llxr«&nKr«iKtt. Ky=iV3 
W:^»««3 8©«IA«a*L (77772 1 2) » M° 

y3>3©mpnta*j»#«i sammHm?-* 
^-71 2 idmait (777721 

3) „ 6MHI3 8ff-rTKSttLT«!ailX-r*«B 
tffti^H&tt, 3W>777 7U:jitr 0 

[0 0 4 5] 77772 1 3lc£l*T, flffljfatfB 

^a*©aue*a— ytfir (77772 1 4) . p> 
7> y &m\i ti% c t ft&mztizt. / ty □ > 3 o 

□ >7>7A¥fS2 3li»ffi^g2 2*^LT3Vr 

vvcKAMWttTS (777721 5) o n>7>y 

(77772 1 8) „ 77772 1 5tCfc^TP>7y 

yUASftSA^T-rsi:. a^#S8tteg^{b*nr^ 
*a>7>y*aiffltta**aicj:ya^br*. *l 
t> 3V7>y*Mb*a9tt, Bt^ffl i D<g^E i d 

5r>y*BHMbL (77772 1 6) , §SI$#81 oii 
li^{b?ftft=IV7>y*CD-R4fc=ie-LT (7 
7772 1 7) s »3**7T* (77772 1 8) „ 
[0 0 4 6] 117 (b) W\ S^«=Rl*tlftSS««5 

ics«t LT/\°y a > 3 tivmm*£i&Tz t $ ©7 □ -? 
tr\ /tyav3i4«JHM)56ff«a*iiM&*-a- 

5 (77772 2 0) d *LTM 0 yn>3li, s^as 
5^6«^Ml7*flSl»r*»^*ffi-r (77772 2 

1) . Sic/ <yu> 3 (iB4«« 5 tftt«i7*3(!LT 
^46^5fr*«air5 (77772 2 2) Q B^«S 

5 tfrTic«*i7 s^LTL^a^tt. a«i7 *9j 
pw*fr^d*»**y»rr4 (7777223) . 

7*HiJ^LS^J§^±, «ffl*»7r« (77772 3 
0) „ SS«»5fl«aHMI7**LTl.^li^(*» /\° 

y a > 3 (±:A®777 7lcmts„ ^©777 7lcfc^T 

■nimmMi 3iia<tsitfi67-^A:-xi 2 

#S»Blira*A#L (77772 2 5) . 

imm 7 text. 

[0 0 4 7] -15. im I DA#3M£2 Ott, iifi^lK 
1 9*rtLTS£WI5#6aSI D*B«iL (777 
72 2 6) . tt««£Jie#ai 7 &Q&m7 (DXfitm 
«T***if3*»WBfr* (77772 2 7) B t 

(77772 3 0) 0 a^7o«?Ttfa«j-p»*ii^ 



(7) 



&M2003-32335 1 



(4. 1 7(4B§^ffl I D^ffl I DSfiE# 

16 1 6 SWfdMB I D £££«|§ 5 tfSBHi Lfc« 

51 DttStt*M7*£j8T* Uf772 2 8) „ * 

LT««i36fi¥s i 8 imam 7 znzi mm s izmm 

LT UT772 2 9) Jfia*»7f* Uf'^2 3 

0) . 

[0 0 4 8] 07 (c) (4. wbiwst*-***.-;-. i 

2lc«Btt*hT^*«WflHB<)!>HW*^r. costs 

tf»*»Tfiy, i do o i d**t*s£M»5 

7c. COMllMiLlt, IOA¥B^1W70)Ht 

[0 0 4 9] H8(4. Bft««5fl|lCfeW*aa7P- 
^/Txto H8 (a) (Cfc(7*77773 4 1~7777 
3 4 414, H6C:fc(73777 7l 0 6~77771 0 
9 K»f&-r3o 0 8 fe «fctfE 4 Lfttf S*ICW4 

[0 0 5 0] E8 (a) Kfcl^T. ■"!£«« 5 

*w?*©fta*Bittr« U777340) „ afl# 

52 6 u(t«« 7 \°y p > 3 flJKSfft 3 

U77734 1) „ /tV3V3fflfrSIS£«»5<!!)« 
SSI DflWaSfflttf»R*tlSi, «41HI¥S2 8tti 
m I Dffifc#S3 1 (Cfia**tlTt^*«B I D£ilfi# 
IS 2 6 LT/ iV P V 3 ffliJtcSftr 5 U77734 

2) „ 7tVaV3fr6ttMtffttT**l*t. affiant 
2 6tt»r*tlfc««|7*SfllL UT773 4 

3) , manmm¥®2 8im®Lrcmam7*mam 

«*#«2 7tMiL U7773 4 4) , ffla*«7 
T£ (77*7*3 4 5) o 
[00 5 1] H8 (b) 14. W4«»5KfeL^T3Vx 

[00 5 2] £?' . if£«H* 5 l4ZL-+f~©jtfFlc «fc y P 

>x>ys4ffla*iiBttr* U777350) 0 ma 
mmm&® 2 8 &mam&&^® 2 1 wmam 1 
Lz^zfrEoti'zmmtz (7777351) „ ma 
7 iz.mam7 #&&Lii^m£iit. % mam 
TzmmTzfriz^frozTvznmts (77773 5 

2) . t©77773 5 2[:fcVT, «*8i7£S5tf#L 

tz^msimmzm l (777736 d , «*si7 

"*Bfi§T**&tt» H8 (a) fcj-R-raHHHf#7P- 

(7777353) „ mam&#^m27icma 
&7tn&&T zm-so., mam7 icz&xzmm \ ot 

SSIS5©»SI DtZiiMTZ (77773 5 

4) . -r£to-5<£ggl D»tii#|&3 0(4, WMM? 
S2 8l«:-?ffi-r*a«i7fr6«»l D*&tijL, «s§ 

I DJ±^#®3 3tC5Jlto $fc* HS§ I DH3tf##IS3 2 
14. «HI I D«JI#S3 1 (;:££* 3 [I]#(7)*£gg I D£ 
SMS LttS I DttR#fB3 3lZfS.t. *LT«»S§ I DJ± 
R#®3 314, MB I D«ittl-fS3 0^5»*tl7J:«» 



I DtSIS I DlSISfS3 2fr6a*tlfc«» I Dttf 
-9lt*1fi£5&*am-Z (77773 5 5) . t 

u ^©^i Dtf-aL4^a^tt»a*ii7r4 

(77773 6 1) „ 

[0053] ffigom® i Dtf-ar*«^t*, ^am 

I DJ4ii#S2 5(4, *tV7 "^^72 4frSP>7 
>y(^£*l*Bf^ffl I D*K»LT (777 73 5 

6) . m^-sHiffl i DitH#g2 9(cai-r 0 « 
am i D»m#S3 7tt«JHrw»#S2 8fcssr* 
«^S7*^ea^ffl i D&tiiiiLTBia-mam i dj± 

^#©2 9 KBT. LTBq-§- • tt^ffi I Dtb«#S2 
914. "t^bSftfcPVxVyfrSffiliLTfclWffl I D 
fc«**7(C*S*l***JSI DtSifcHW* (777 
73 5 7) . TfctoS, Bf^ • OTffl I DJ±K#®2 9 

(4. ssam i Dtawja i DtsitRu s#tffRii:* 
7h i Dt»jBr*t,o-??j64fr£:5fr*afOE-r* (7 

7773 5 8) . 

[0054] ±Bo>9Ba% i Dta^« i Dt&m&L 

■frLT«"S*«7-r* (777 73 6 1) . SfWID 
fl"»(5r*t<7)i?a5*»&«:, S£Ri5*!|£#83 4li 
HttfRl*?**"WJE*aU WHQ3"#A3 5tt, n 

n/cp >7>'y 6 zmaM7mm Lxma<t l 

(77773 5 9) . tii73#l63 6l4a^k*tircP> 

x-vy*nj73r* c t ie «t y a- ifffmar«3 >7> 

4 >*SSL (77773 6 0) , JQ31*«7r"S Ut 
773 6 1) . 

[ 0 0 5 5 ] m 9 (4, H^fFpia-tlfcllSWft 5 6-<a^ 

rase-a?**. H9ic^^jtcfc^T(4. s^aggs 

©•5^. t;-^7^CD7l/-t?$5iSAi, =" 
P V#7ft ««■ B© 2 *tfH^RT*atTT^*«d 

«*/ai DtLTDECOO 1 t. ^Ss I D<!: LT I D 

ooAtt*r*a^7tsjsu ««b(z«^i 

D<tLTDEC00 1 I DiLTOOB^m 

zman7%&f$,Tz>o tLTcnzomamTitzti 

f f *l«H»Afc«fclj : «»BlCSfi*nTL^o 

[00 5 6] ::t*, Bg^k*tifcP>7>y6*. a 

»AT*J"l£T*fc4k fc«fclf«l*BT'S&-rSfc46lcC 
D-R4(4. /typ>3(ufe^T2«I3tf-*tl*. C 
Ot**tl?tl<3!)CD-R4Ktt v rfQ-OH»<b**l7i: 

n >7>y 6 tfiHI§-£*iTi^„ r&to-B, n»fb*ti 
fcp>7>y6ici4, m— ©Bg^-fb?tifcp>7>y7 

<ht»lCBf^ffla<!: LT E N C 0 0 1 tfftttShT 
[0 0 5 7] «g|A, &J:tnMBU:. *ft«itf*L 

T^*a^W7-»?flHMi:*ftfcp>7>y6*a^bL 

[0 0 5 8] HI 0(4, «±f-T*<D«J& BffKJ:** 



(8) 



1512003-3 23 3 5 1 



[0 0 5 9] H1 OfcfcCTl^ *XhgS<hLT> M° 
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